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IN THE FUTURE EVERYONE WILL BE ANONYMOUS FOR 15 MINUTES
— BANKSY
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THE ToRr PrROJECT, INC.

¢) 501(c)(3) NON-PROFIT DEDICATED TO
THE RESEARCH AND DEVELOPMENT OF
TOOLS FOR ONLINE ANONYMITY AND
PRIVACY

TorProject-org () THOUSANDS OF VOLUNTEERS
RUNNING RELAYS

¢) DOZENS OF VOLUNTEER DEVELOPERS

¢) BETWEEN 7-15 PAID DEVELOPERS AT
ANY GIVEN TIME
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WHAT 1S TOR?

% ONLINE ANONYMITY: SOFTWARE, NETWORK,
PROTOCOL

% FREE SOFTWARE

% COMMUNITY OF RESEARCHERS, DEVELOPERS,
AND RELAY OPERATORS

4 FuUNDING FROM US DoD, EFF, VOICE OF
AMERICA, GOOGLE, NLNET, HUMAN RIGHTS
WATCH, ...



KAXIOOE MUYHOE CYIIIECTBOBAHUE
NEPKUTCH HA TAUHE, U, BBITh MOXET,
OTYACTHU IIO3TOMY KYJIbTYPHBIU
YEJIOBEK TAK HEPBHO XJIOIIOYET O TOM,
YTOBbI YBAJKAJIACH JINUHASI TAUHA.
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WHAT IS ANONYMITY”?




ANONYMITY ISN'T CRYPTOGRAPHY:
CRYPTOGRAPHY JUST PROTECTS
CONTENTS

“Hi, Bos!” ) i
Hi, Bos!

e <G>
ATTACKER




ANONYMITY ISN'T JUST WISHFUL
THINKING...

“YOU CAN'T PROVE IT WAS ME!”
“PROMISE YOU WON'T LOOK!”
“PROMISE YOU WON'T REMEMBER!”
“PROMISE YOU WON'T TELL!”

“I DIDN'T WRITE MY NAME ON IT!”

“ISN'T THE INTERNET ALREADY ANONYMOUS?”



REGULAR CITIZENS DON'T WANT TO BE
WATCHED AND TRACKED

(14 »
[ SELL THE LOGS.

“Oops, [ LOST THE LOGS.”
Tae AOL FI1Asco

“HEY, THEY AREN'T
MY SECRETS.”

Name, address,
age, friends,
interests
(medical, financial, etc),
unpopular opinions,
illegal opinions....

(THE NETWORK CAN TRACK
TOO)




BUSINESSES NEED TO KEEP TRADE
SECRETS

ALICECORP =¥

COMPETITOR

COMPETITOR

COMPROMISED
NETWORK

“OH, YOUR EMPLOYEES ARE READING
OUR PATENTS/JOBS PAGE/PRODUCT
SHEETS?”

“HEy, 11's ALICE! GIVE HER THE 'ALICE'
VERSION!”

“WANNA BUY A LIST OF ALICE'S
SUPPLIERS?

WHAT ABOUT HER CUSTOMERS?
WHAT ABOUT HER ENGINEERING
DEPARTMENT'S
FAVORITE SEARCH TERMS?”



LAW ENFORCEMENT NEEDS ANONYMITY
TO GET THE JOB DONE

INVESTIGATED
SUSPECT

STING
TARGET

ORGANIZED
CRIME

ANONYMOUS
TIPS

“WHY IS ALICE.LOCALPOLICE.GOV
READING MY WEBSITE?”

“WHY NO, ALICE.LOCALPOLICE.GOV!
I WOULD NEVER SELL COUNTERFEITS ON
EBAY!”

“Is MY FAMILY SAFE IF |
GO AFTER THESE GUYS?”

“ARE THEY REALLY GOING TO ENSURE
MY ANONYMITY?



(GOVERNMENTS NEED ANONYMITY
FOR THEIR SECURITY

UNTRUSTED
ISP

-

COMPROMISED
SERVICE

SHARED
NETWORK

DEFENSE IN
DEPTH

“WHAT WILL YOU BID FOR A LIST OF BAGHDAD
IP ADDRESSES THAT GET EMAIL FROM .GoV?”

“SOMEBODY IN THAT HOTEL ROOM JUST
CHECKED HIS NAVY.MIL MAIL]

“WHAT DOES FBI GOOGLE FOR?’

“Do I REALLY WANT TO REVEAL MY
INTERNAL NETWORK TOPOLOGY?”

“WHAT ABOUT INSIDERS?”



JOURNALISTS AND ACTIVISTS NEED TOR
FOR THEIR PERSONAL SAFETY

MONITORING
ISP

MONITORED
WEBSITE

FILTERED
WEBSITE

MONITORED
NETWORK

“DID YOU JUST POST TO THAT WEBSITE?”

“WHERE ARE THE BLOGGERS CONNECTING FROM?”
“l RUN LIVEJOURNAL AND TRACK MY USERS”
“OF coURSE I TELL CHINA ABOUT MY USERS”

“WHAT DOES THE GLOBAL VOICES WEBSITE
SAY TODAY?”
“I WANT TO TELL PEOPLE WHAT'S GOING ON
IN MY COUNTRY "

“I THINK THEY RE WATCHING. I'M NOT EVEN
GOING TO TRY.



YOU CAN'T GET ANONYMITY ON YOUR
OWN: PRIVATE SOLUTIONS ARE
INEFFECTIVE...

“ONE OF THE 25
USERS
ON ALICENET.”

INVESTIGATED| “LOOKS LIKE A
| SUSPECT copr.”

“IT's SOMEBODY
" COMPETITOR | AT
AriceCorp!”




... SO, ANONYMITY LOVES COMPANY!

((???)J

INVESTIGATED
SUSPECT “P27”7

COMPETITOR s




YES, BAD PEOPLE NEED ANONYMITY TOO.
BUT THEY ARE ALREADY DOING WELL.

COMPROMISED
BOTNET

STOLEN MOBILE >
PHONES

OPEN WIRELESS NETSH—»




CURRENT SITUATION: BAD PEOPLE
ON THE INTERNET ARE DOING FINE




THREAT MODEL:
WHAT CAN THE ATTACKER DO?

_
A

WATCH ALICE!

X

WATCH (OR BE!) BOB!

CONTROL PART OF THE NETWORK!



THE SIMPLEST DESIGNS USE A SINGLE
RELAY TO HIDE CONNECTIONS

(EXAMPLE: SOME COMMERCIAL PROXY PROVIDERS)



BUT A SINGLE RELAY (OR
EAVESDROPPER!) IS A SINGLE POINT OF

FAILURE




... OR A SINGLE POINT OF BYPASS




SO, ADD MULTIPLE RELAYS SO THAT
NO SINGLE ONE CAN BETRAY ALICE




A CORRUPT FIRST HOP CAN TELL THAT
ALICE IS TALKING, BUT NOT TO WHOM




A CORRUPT FINAL HOP CAN TELL THAT
SOMEBODY IS TALKING TO BOB, BUT
NOT WHO




ALICE MAKES A SESSION KEY WITH R1
...JAND THEN TUNNELS TO R2...AND TO




WHAT WE SPEND OUR TIME ON

& PERFORMANCE AND SCALABILITY

& MAINTAINING THE WHOLE SOFTWARE ECOSYSTEM
% BLOCKING-RESISTANCE (CIRCUMVENTION)

& BASIC RESEARCH ON ANONYMITY

& REUSABILITY AND MODULARITY

& ADVOCACY, EDUCATION, AND TRAININGS AROUND
THE WORLD

& METRICS, DATA, AND ANALYSIS



RELAY VERSUS DISCOVERY

5 THERE ARE TWO PIECES TO ALL THESE
“PROXYING  SCHEMES:

& A RELAY COMPONENT: BUILDING CIRCUITS,
SENDING TRAFFIC OVER THEM, GETTING THE
CRYPTO RIGHT

& A DISCOVERY COMPONENT: LEARNING WHAT
RELAYS ARE AVAILABLE



THE BASIC TOR DESIGN USES A SIMPLE
CENTRALIZED DIRECTORY PROTOCOL

’ ~
7

-
/>

ALICE

DOWNLOADS
CONSENSUS
AND

AUTHORITIES
S PUBLISH A DESCRIPTORS
S CONSENSUS FROM
PUBLISH ANYWHERE
SELF-SIGNED LIST OF ALL

DESCRIPTORS. DESCRIPTORS



ATTACKERS CAN BLOCK USERS FROM
CONNECTING TO THE TOR NETWORK

4 BY BLOCKING THE DIRECTORY AUTHORITIES

4 BY BLOCKING ALL THE RELAY IP ADDRESSES IN
THE DIRECTORY

& BY FILTERING BASED ON TOR'S NETWORK
FINGERPRINT

% BY PREVENTING USERS FROM FINDING THE
TOR SOFTWARE






“BRIDGE” RELAYS

% HUNDREDS OF THOUSANDS OF TOR USERS, ALREADY
SELF-SELECTED FOR CARING ABOUT PRIVACY

& RATHER THAN SIGNING UP AS A NORMAL RELAY,
YOU CAN SIGN UP AS A SPECIAL 'BRIDGE~ RELAY
THAT ISN'T LISTED IN ANY DIRECTORY

4% NO NEED TO BE AN EXIT (SO NO ABUSE WORRIES),
AND YOU CAN RATE LIMIT IF NEEDED

& INTEGRATED INTO VIDALIA (OUR GUI) SO IT'S EASY
TO OFFER A BRIDGE OR TO USE A BRIDGE



BUT THE NETWORK LAYER IS NOT THE
ONLY PROBLEM

BROWSERS, PLUGINS, AND IGNORANCE CAN DE-
ANONYMIZE YOU TOO

& BROWSERS ARE UNIQUE

& PLUGINS AND VARIOUS APPLICATIONS ALMOST
ALWAYS IGNORE PROXY SETTINGS

& PLAINTEXT OVER TOR STILL PLAINTEXT



JAVASCRIPT, COOKIES, HISTORY, ETC

& JAVASCRIPT REFRESH ATTACK

& COOKIES, HISTORY, BROWSER WINDOW SIZE, USER-
AGENT, LANGUAGE, HTTP AUTH, ...

& MOSTLY PROBLEMS WHEN YOU TOGGLE FROM TOR
TO NON-IOR OR BACK

& MIKE PERRY'S TORBUTTON FIREFOX EXTENSION
TACKLES MANY OF THESE



BITTORRENT OVER JOR ISN'T A GOOD
IDEA

& MANY POPULAR CLIENTS IGNORE PROXY SETTINGS...
& ... SINCE THEY USE UDP AND WE USE TCP

& SOME CLIENTS WRITE YOUR IP ADDRESS INTO THE
INFORMATION THEY SEND TO THE TRACKER

& RELAY CAN ALSO WATCH THE TRAFFIC



Nyka Myauwes - oBOpAHMH! {Qlukamud] wrote in '.E‘."ru root,
@ 2010-01-13 11:46:00

(|9 < % Q@ 2>

Kak 51 noiman XynuzsaHa ucnonb3yrwoulez0 cemeb Tor

MNepen HoBbiM MNogoM KO MHE 0bpaTUNMCE C NpoCckOOW NOWMaTE 3N0YMBIWNEHHMKA, KOTOPBLIA CHaYana Teppopw
INEKTPOHHOW NOYTe, OTNPABNAA NUCbMa NOoXabHoro cogepxadHva Yepes seb-UHTepdechl BecnNaTHbLIX NOYTOE
HaYan NoOCTUTL XYJMraHCKKE KOMMEHTLI B KOPNOopaTUBHOM Bnore B HOHK,

OAHMM M3 CaMbIX PACNDOCTPAHEHHBIX BADWMAHTOR MCNONL30BaHKWA tor senaeTcq ceaska Tor, Vidalia, Firefox+T

YcraHoeue Tor, ¥ BHMMaTENEHO NOCMOTPER Ha BrNaAKY «[lapaMeTpebl COEAMHEHMA® A 3aMETHN, YTO B HACTPOMI
HE NponMceiBaeTcA none «FTP npokcu», T.e. 3anpockl Nno npotokony FTP Gpayzep oTnpaenaeT HanpamMyo, a t
cepeep, CNywawwMii Ha nopty 8118 v oTnpaensawMiA 3anpocsl Yepes ceTk tor! 2To 06ycnoBneHo ckopee Bo
nogaepxuveaet npotokon FTP? 210 Habnwganoce B nocneiHux eepcHax MO ycTadHoenedHHoro Ha OC M5 Winc
Cebian, Ubuntu.

BO3HWKNA MAEA NOACYHYTh 3N0YMbILWNEHHMKY CCbINOYKY Mo npoTtokony FTP Ha 06bekT, DU3IMUeCcKH pasMelleH
ftp-cepeepe, K NoraM KOTOPOro ¥ MeHs MMeeTca gocTyn. [lna 3Toro B o4MH M3 NOCTOB KopnopaTtueHoro Bnora
CChINOYKa Ha OAHOMMKCENbHOE M3aobpameHMe eraa <img ="ftp://<url_K_kapTWHKe_Ha_cepeepe_rae_y
_MEHA_eCcTb_Ao0cTyn_K_noramM” =,

B ToT e peuvep Obin 3acedeH peancHbld (He Tor) IP-agpec 3n0oyMblWNEHHMKA, HO pagoBaTeCcA ObIMNO paHo, OH
BbiAeNeHHoW KpynHOMY MOCKOBCKOMY NpoBanaepy. Ha cnegyrowWi AeHe Mbl MMENWM W KopnopaTWeHeln IP-agp
3N0YMBILLNEHHMKA.



WHO USES TOR AND WHY?



WHO USES TOR AND WHY?

> NORMAL PEOPLE

» HUMAN RIGHTS
ACTIVISTS |
» BUSINESS EXECUTI:
» Miurtaries I’
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STIMATED 500,000
AILY TOR USERS



TorR AND CIRCUMVENTION

New Tor Clients from lranian IP Space
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https://torproject.org/



TorR AND CIRCUMVENTION

Tor Clients from Iranian |IP Space (port 443)
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TorR AND CIRCUMVENTION

WHAT HAPPENED AROUND SEPTEMBER 25", 20097



TorR AND CIRCUMVENTION

WHAT HAPPENED AROUND SEPTEMBER 25", 20097

CHINA BLOCKED MOST OF THE TOR NETWORK IN
ANTICIPATION OF THE CCP 60" ANNIVERSARY



TorR AND CIRCUMVENTION

Number of directory requests to directory mirror trusted

10000 —

8000 —
6000

4000 —

2000 -

0 - l\—'/f\h\— China

Sep 10 Sep 17 Sep 24 Oct 01

hitps:torproject.org



TorR AND CIRCUMVENTION

Number of bridge users compared to September 6
7000 % China

6000 % —
5000 %
4000 % —
3000 % —
2000 % —

1000 %

100 % -

| | | |
Sep 10 Sep 17 Sep 24 Oct 01

https-itorproject.org



WANT TO HELP?

% RUN A BRIDGE
4 RUN A RELAY

% HELP US HACK ON STUFEF!

MORE INFORMATION AT HTTPS://WWW.TORPROJECT.ORG/


https://www.torproject.org/

CREDITS AND LINKS

) IRVING PENN / STEINBERG IN NOSE MASK RECREATION:
SUMMER LUU VIA FLICKR
HTTP://WWW.FLICKR.COM/PHOTOS/SUMMERLUU/2388805263/

& "How UNIQUE 1S YOUR BROWSER?”
HTTPS://PANOPTICLICK.EFF.ORG/BROWSER-UNIQUENESS.PDF

() TOR METRICS PORTAL
HTTPS://METRICS. TORPROJECT.ORG/


http://www.flickr.com/photos/summerluu/2388805263/
https://panopticlick.eff.org/browser-uniqueness.pdf
https://metrics.torproject.org/
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